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Two Factor Authentication (2FA)- Setup Guide for End Users

By setting up 2FA, you add an extra layer of security to your SAP Concur account sign in. Once
2FA has been set up, you will first enter your SAP Concur password. When prompted, you will
provide a verification code that is dynamically generated by an authenticator app or sent to
your phone.

This Setup Guide is divided into 4 sections:
1. Enroliment
2. Trouble with Scanning QR Code
3. Reset 2FA
4. Phase 2 Enrollment (includes how to disable email requirement)

Section 1: Enrollment
1. If you are using Concur username and password to login into concursolutions.com for your
account via Web or Concur Mobile- you are required to enroll in 2FA.

2. Enter your username and password as usual.
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3. After you enter your password, you will see a new screen with a QR code presented.

¢ B
< Sign In -

Nabissmin@ths com

Set Up Two-factor Authentication

0r MUNrBICton 10 Continee
YOUr BUBGNICON0N A0 (Such) &8 Nitstmol
o Googge Authertzaton 1o sean Be OH
0008 Deton

.

Yy “

) i
'% o
(] CR5 F

Can't scan the OR coge?

SAP Concur [C|

4. Download an authenticator app of your choice to your mobile phone. You can use a corporate
phone or use your personal device. You are free to use any authenticator app, such as Twilio
Authy Authenticator, Duo Mobile, Microsoft Authenticator, Google Authenticator.

5. Go to the App Store or Google Play Store and search/download the authenticator app you wish
to use.

6. If you do not have a phone or do not want to download an authenticator app to your mobile
phone, you can use an authenticator app on your browser such as Google Chrome and Microsoft

Edge.

To better understand how your browser will scan the QR code, please reference this YouTube
video to see how the web browser authenticator works.

7. Click on ‘Add account’ or ‘+’ sign or whichever button is available in the authenticator app for
you to add a new account.


https://chrome.google.com/webstore/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai
https://microsoftedge.microsoft.com/addons/detail/authenticator-2fa-client/ocglkepbibnalbgmbachknglpdipeoio
https://microsoftedge.microsoft.com/addons/detail/authenticator-2fa-client/ocglkepbibnalbgmbachknglpdipeoio
https://www.youtube.com/watch?v=x14KazisIAQ
https://www.youtube.com/watch?v=x14KazisIAQ
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8. Once the QR code scanner starts on the app, scan the QR code shown on the Concur sign in
page. This will add your SAP Concur account to the authenticator app.
9. Once thisis done, right below the account, a 6-digit code will be generated.

10. Before the six-digit code expires, please copy that code into the ' Authentication Code' field on
the SAP Concur sign in page and hit Sign In.

11. You are now successfully signed in.

Section 2: Having trouble with scanning QR code?
1. If you are unable to scan the QR code, you can manually add your account. Click the ' Set up
manually with a key' option.
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2. Once you click, a secret key should be visible on your screen.
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3. Next, go into your authenticator app on your phone or browser. Based upon what authenticator
app you are using, there should be the option' Enter a setup key' for Google Authenticator or
‘Add account’ for MSFT Authenticator - Click ' Add account' = Other account-> ' Enter code
manually'.

4. There will be two fields visible on the Authenticator app: Account and Secret Key. In the Account
field enter your SAP Concur account username shown on your SAP Concur screen (i.e.,
hubadmin@concur.com).

5. Inthe Secret Key field, enter the secret key shown on the SAP Concur page.
For example: 123 456 789.

6. Once the account is added, beneath the SAP Concur account in your authenticator app, a six-
digit code will be generated.

7. Before the code expires, enter the code into the ' Authenticator Code' field on your Concur
screen.
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Section 3: Reset 2FA.

Do you have a new device or did you lose your device and need to reset 2FA? Do you want to switch your
Authenticator app and use a different one?

Prerequisite: You have previously enrolled in 2FA.
1. Enter your username and password.

2. You will now be prompted for a six-digit authentication code.
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3. If you need to reset your 2FA for a new device OR you lost your phone and need to enroll in 2FA
again for your replacement device OR you wish to switch to a different Authenticator App, click '
Unable to enter authentication code'.



SAP Concur |

4. You will receive an email with a link to reset 2FA. Please note: This email will be sent to the
emaill or email2 set up in your SAP Concur Profile.
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To check whether your email is updated in your Profile. You need to sign in to your SAP
Concur account and go to: Profile>Profile Settings>Personal Information>Email addresses.

If you did not update emaill in your Profile and are locked out, please contact the Admin of your
company and ask them to update the email for you. Once updated, click'Unable to enter
authentication code' to trigger the email one more time.

If you receive an email, it will contain a link to reset 2FA. Click the link to receive the QR
code. Follow the same steps provided in the 2FA Enrollment section to set up 2FA.
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Hello {preferred name),

To reset the two-factor authentication associated with Login ID
{login}, please click on the following button;

Reset Two-factor Authentication

If the button is not working correctly or is not being displayed,
please copy and paste the link below Into your browser:

https//www.concursolutions.com/nuv/signin/reset/mfa
This link will expire in 24 hours.

|f you are experiencing difficulty with this link or did not initiate
this and require assistance, please contact your program
administrator at your company.

Kind regards, Customer Support Concur Technologies, Inc.

Pleasa do not reply to this messags, This emall was sent from a notification-only email address
that cannol scoept incoming email

You are viewing this transactional emal basad on a recent booking or account-related uvpdate
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Phase 2 Enroliment starting November 15

Enroliment

1. If you have not enrolled in 2FA for your accounts using an SAP Concur username and password,
enter your Concur username and password as usual.
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2. You will see an on-screen message stating that you will receive an email to enroll in 2FA.
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3. You will receive an email in the email address you have configured in your SAP Concur Profile
settings: Emaill.
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Hello [preferred name).

To set up the two-factor authentication asscoiated with Lagin
1D {legin}, plaase click on the following button:

Set Up Two-factor Authentication

If the button is not working comectly or is not being displayed,
please copy and paste the link below inta your browser

hitps:Awww concursolutions com/nuifsigninireset/imfa
This link will expire in 24 hows,

If you are experiencing dificulty with this link or you did not
initiate this and require assistance, please contact your
program admiristrator at your company.

Kind regarcs, Gustomer Support Goncur Technologies, Inc.

Plesse do net reply to this meesage. This email was ent from a notification-only emal address
that cannct agceat incoming smail

Yo are wewing fhis ransacbona emal based on @ recent beoking or asount-rdated updaie

4. If you don't know where your email address is configured, check by signing in to your SAP
Concur account and navigating to: Profile>Profile Settings. Under “Your Information”, click
Email Addresses.

Emal Addrasses

Plaase acd ab kas? o amall addness.

 How dio | 39 an emadl addess?
¥ How

ity e il ks

b Why ah

| vaeihy mw srrail pckdrens’
B Hlam a frvel amanger or celsgate, whal do | pesd 10 da®

B | wouid |ke io bave somecns arange travel or delegais sxperme on my bebal what do | need to dol

& s an ermail s

Fimipdl firkiness Nasritoaiben Sisue Waiihy Conimot? Mscibang
I ra— o - ‘

5. From Step three, click the ' Set up Two-factor authentication' link in your email.

6. You will be redirected to scan your QR code.
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7. Follow the same instructions for enrollment found in Section 1: Enroliment, starting at Step
four.
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